CHUYEN MUC: KIEN THU'C MANG | CISCO CCNA

Tong Hop Toan Tap Khai Niém Va Kién Thirc Co Ban

CCNA (200-301)

Bién soan bdi: Kai Nguyén - Sang 1ap Kai Networks

Chirng chi CCNA (Cisco Certified Network Associate) la bé phong vitng chdc nhét cho bét ky ai muén ddn than vao
nganh Qudn tri mang va Ha tdng IT. Bai viét nay téng hop toan bé céc khai niém cét 16i, mé hinh ly thuyét, giao thirc
mang va ky thudt co bdn bat budc phdi ndm viing khi hoc CCNA.

I 1. Tdng Quan Vé Ha Tang Mang (Network Fundamentals)

Ha tang mang la tdp hop cac thiét bi phan clrng va phan mém lién két v4i nhau nham chia sé tai nguyén va truyén tai
dir liéu.

Thiét bi mang co ban
* Router (B dinh tuyén): Hoat dong tai Layer 3 (Network). Nhiém vu chinh la két ndi cac mang khac nhau, dinh
tuyén goi tin (packet) dua trén dia chi IP dich.

» Switch (Bd chuyé&n mach): Hoat dong tai Layer 2 (Data Link). Nhiém vu & két néi cac thiét bi dau cudi trong cung
m&t mang LAN, chuyén mach khung dir liéu (frame) dua trén dia chi MAC.

* Access Point (AP): Thiét bi phat séng Wi-Fi, m& rong mang day thanh mang khong day cho cac thiét bi di déng
két noi.

* Firewall (Tu&ng Ilra): Kiém soat luu lvgng mang vao/ra dua trén cac quy tdc bado mat nham ngan chan truy cap
trai phép.

Ki€n tric mang phd bién

M0 hinh thi€t k&€ mang chuan cdia Cisco thudng tuan theo kién tric 3 16p (Three-Tier):

1. Core Layer (L&p 18i): Dam bao truyén tai goi tin téc d6 cao nhat, dé tré thap nhat. Thudng sir dung cac dong
Switch/Router cao cap.

2. Distribution Layer (L&p phan phaoi): Thuc hién chinh sach bdo mét, routing gilra cac VLAN, gom tu cac két nGi
tlr 16p Access Ién IGp Core.

3. Access Layer (LGP truy cap): Noi két ndi trurc ti€p cac thiét bi ngudi dung cudi (PC, Laptop, IP Phone) vao hé
thGng mang.

Xu hudng hién dai: Kién tric Collapsed Core

Trong cac doanh nghiép vira va nhd, hai I&p Core va Distribution thudng dugc gop lai thanh mét I&p duy nhat
goi la Collapsed Core nham t8i wu chi phi ha tang ma van gilr nguyén hiéu nang van hanh.
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I 2. M6 Hinh Tham Chiéu OSI Va TCP/IP

Dé c4c thiét bi chia cac hang khac nhau cé thé giao tiép, thé gidi mang str dung cac md hinh chudn héa dé chia nho
qua trinh truyén théng mang.

Tang (OSI) Tén Tang (Layer) Pon vi dir liéu (PDU) Thiét bi / Giao thirc tiéu bi€u

Layer 7 Application Data HTTP, HTTPS, FTP, DNS, SMTP

SSL/TLS, ASCII, JPEG, Ma hoa

Layer 6 Presentation Data o
di liéu
) NetBIOS, RPC, Quan ly phién két
Layer 5 Session Data ..
noi
Layer 4 Transport Segment TCP, UDP
Layer 3 Network Packet Router, Dia chi IP, ICMP
Layer 2 Data Link Frame Switch, Dia chi MAC, ARP, PPP
Céap mang (UTP), Cap quang,
Layer 1 Physical Bit pmang ( ) pauang

Hub, Repeater

Qua trinh P6ng goi (Encapsulation) va M& goéi (Decapsulation)

Khi di¥ liéu di tlr tang trén xudng tang dudi, moi tdng sé thém vao mot thong tin diéu khién goi la Header (va Trailer &
Layer 2), qua trinh nay goi la Bong goéi. Nguagc lai, khi nhan dir liéu, thiét bi sé g& bo cac Header tuong Ung tur dudi
Ién trén, goi 1a M& goi.

I 3. Dia Chi IP (IPv4 | IPv6) Va Chia Mang Con (Subnetting)

Pia chi IPv4

GOm 32-bit, chia thanh 4 octet (mdi octet 8 bit), viét dudi dang thdp phan phan tach bdng ddu cham (Vi du:
192.168.1.1). IPv4 chialam 518p (A, B, C, D, E), trong dé I6p A, B, C duing cho ngudi diing cudi.

Bia chi IPv4 gobm hai phan: Network ID (Binh danh mang) va Host ID (Dinh danh thiét bi). Ty Ié gilta hai phan nay
dugc xac dinh bdi Subnet Mask.
Cong thirc chia mang con (Subnetting)

Pé t6i wu hoa khong gian dia chi va giam thiéu nhiéu quang ba (Broadcast Storm), ching ta thuc hién mugn cac bit
clia phan Host chuyén sang phan Network.

* S6 lugng mang con tao ra: 25 (vdi s la sé bit mugn).

* S6 lugng IP kha dung cho mdi mang con: 2h— > (vGi h 1a s6 bit Host con lai). Trlir 2 vi can danh ra 1 IP lam dia chi
mang (Network Address) va 1 IP lam dia chi quang ba (Broadcast Address).
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Pia chi IPv6

Ra doi nham thay thé nguén IPv4 dang can kiét. IPv6 gom 128-bit, viét dudi dang Hexadecimal (s6 thap luc phan),
chia lam 8 cum phéan tach bang d&u hai chdm (Vi du: 2001:0db8:85a3:0000:0000:8a2e:0370:7334 ). Loai bo hoan
toan dia chi Broadcast, thay thé bang Anycast va Multicast.

I 4. Cong Nghé& Chuyén Mach LAN (Switching)

L&p mang ndi bé LAN phu thudc hoan toan vao cau hinh va hoat déng ctia Switch.

VLAN (Virtual LAN - Mang LAN 3a0)

VLAN cho phép chia mét Switch vat ly thanh nhiéu Switch logic ddc 1ap. Thiét bi thudc VLAN nay khong thé lién lac
truc ti€p vai VLAN khac & Layer 2, gitip thu hep ving quang ba (Broadcast Domain) va tdng cuwdng bdo mat.

* Access Port: C8ng thudc vé duy nhat mot VLAN, ding ndi vdi thiét bi cudi nhu PC.

* Trunk Port: Céng két ndi gilta Switch-Switch hodc Switch-Router, cho phép dit liéu clia nhiéu VLAN di qua. St
dung giao thirc gan tag ma VLAN chudn 802.1Q .
Giao thirc STP (Spanning Tree Protocol - 802.1D)

Khi thiét k& mang, ta thudng dau néi du thira (Redundancy) gilra cac Switch dé dé phong su ¢d. Tuy nhién, diéu nay
tao ra vong 1ap vo tan (Layer 2 Loop) dan t&i sdp mang. STP ra ddi dé tu déng phat hién vong 1ap va dua cac céng du
thira vao trang thai chan (Blocking), khi dudng truyén chinh ddt, céng nay sé tu md lai.

I 5. Cong Nghé Pinh Tuyén (Routing)

Pinh tuyén la qua trinh Router tim dudng di t6i wu cho goi tin di t&r mang nay sang mang khac dua trén bang dinh
tuyén (Routing Table).

DPinh tuyén tinh (Static Route)

Do ngudi quan tri cdu hinh thl cong tirng dudng di. On dinh, khong t6n tai nguyén xtr Iy ctia Router nhung khong linh
hoat khi hé théng mang 1én hodc c6 thay déi so do.

* Default Route: La mdt dang dinh tuyén tinh dac biét (0.0.0.0 0.0.0.0 ), dung dé chuyén tat ca goi tin khéng c6
dudng di cu thé trong bang dinh tuyén ra ngoai (thudng la hudng ra Internet).
Pinh tuyén dong (Dynamic Routing)
Céc Router tu dong trao doi thong tin dinh tuyén véi nhau thong qua cac giao thirc.

» OSPF (Open Shortest Path First): Giao th(rc dinh tuyén trang thai lién két (Link-State) phd bi€n nhat hién nay.
OSPF s(r dung thuat toan Dijkstra dé tinh toan dudng di ngan nhat dua trén bang théng (Cost), phan chia mang
thanh cac vung (Area) dé dé quan ly, trong d6 Area 0 la viing cét 16i bat budc.
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I 6. Cac Dich Vu Mang Quan Trong (IP Services)

M6t hé théng mang van hanh mugt ma can su hd trg tlr cac dich vu ha tang nén tang:
* DHCP (Dynamic Host Configuration Protocol): Tu ddng cap phat dia chi IP, Subnet Mask, Default Gateway va
DNS Server cho céc thiét bi dau cudi khi két n6i vao mang.

* NAT (Network Address Translation): Bién dich tir dia chi IP riéng (Private IP - dung trong mang néi bd) sang dia
chi IP cong cbng (Public IP - dling trén Internet). Gilip tiét kiém dia chi IPv4 va bao vé cau triic mang ndi bd.

* NTP (Network Time Protocol): Bong bd hoa ngay gid hién thi trén toan bd hé théng thiét bi mang dé phuc vu viéc
ghi 16i va phan tich nhat ky hé théng (Syslog).

I 7. Kién Thirc Mang Khong Day Co Ban (Wireless Fundamentals)
V@i CCNA hién dai, ki€én thirc mang Khong day (WLAN) la phan bat budc:

¢ WLC (Wireless LAN Controller): Thiét bi quan Iy tap trung toan bd cac Access Point (AP) trong doanh nghiép.
Gilip cdu hinh déng bd, quan ly kénh séng, bdo mat va chuyén ving (Roaming) muot ma cho ngudi ding.

Go6c Cong Nghé: Xu hu'édng Wi-Fi 7 (802.11be)

Bén canh cac chuan Wi-Fi cii, thé hé Wi-Fi 7 hién nay mang lai dot pha 1én nhd tinh nang MLO (Multi-Link
Operation), cho phép thiét b truyén va nhan di liéu déng thdi trén nhiéu bang tan (2.4GHz, 5GHz, 6GHz), giam
t6i da do tré va tang tdc do két ndi vuat tréi cho doanh nghiép.

8. Bao Mat Mang Co Ban (Security Fundamentals)

Bdo vé ha tang mang truwdc cac nguy cd tan cong tlr bén ngoai va bén trong:

» ACL (Access Control List): Danh sach kiém soat truy cap, hoat ddng nhu mét bé loc traffic dua trén dia chi IP,
port giao thirc (TCP/UDP). ACL gilip loc bd cac Iuu lugng khdng mong mudn.

¢ Port Security: Tinh ndng bdo mat trén Switch, gidi han so lugng hodc chi dich danh dia chi MAC nao dugc phép
két nGi vao modt cong Switch vat Iy, ngan chdn viéc cam thiét bj la vao mang ndi bo.

I Loi Két Tir Kai Networks

Nam virng nhirng khai niém co ban trén la ban da di dugc 50% chadng dudng chinh phuc ching chi CCNA toan cau.
Hay tiép tuc thuc hanh cdu hinh Lab trén Cisco Packet Tracer hodc GNS3 dé bién ly thuyét thanh k§ nang thuc té.
Chuc céac ban hoc tap tot!
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